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Abstract(Sample) 

Packet Filtering firewalls can use a database of rules to decide which packets will be 

allowed to move in and out and from one network onto another. However with the 

increase in size of rule list, it’s very hard to manage and validate the rules, which can also 

increase the cost of rule lookup and that may add significantly to latency. Packet filtering 

is the one of the major contemporary firewall design techniques. Implementation of such 

packet filter using Binary Decision Diagram (BDD) gives more advantages in terms of 

memory usage and look up time. In the case of the list-based packet filter firewall where 

rules are checked one by one for each incoming packet, the time taken to decide on a 

packet is proportional to the number of rules. The performance is improved with rule 

promotion but that is a slow and static kind of firewall implementation. In this work a 

BDD-based approach is presented which gives much better result in terms of number of 

comparisons or accesses the rule list make. This work presents the study, design and 

implementation of a packet filter firewall using binary decision diagram which provides 

faster processing of packets while maintaining the integrity of the original security 

policy. Results on large number of packets show that for most-accept packets, and for 

most- reject packets there is manifold reduction in such comparisons when BDD-based 

approach is used over list-based with promotion approach. 

 The overall performance of a firewall is crucial in enforcing and administrating 

security, especially when the network is under attack. The continuous growth of the 

Internet, coupled with the increasing sophistication of the attacks, is placing stringent 

demands on firewall performance. In this work, a traffic-aware optimization framework 

is described to improve the operational cost of firewalls. Based on this framework a set of 

tools are designed that inspect and analyze both multidimensional firewall rules and 

traffic logs and construct the optimal equivalent firewall rules based on the observed 

traffic characteristics. The current work is the first to use traffic characteristics in firewall 

optimization. To evaluate the performance of current approach, a large set of firewall 

rules and traffic logs from a local LAN or  at tens of enterprise networks managed by a 

Tier-1 service provider are evaluated.  The evaluated results find these approaches very 

effective. In particular, current work has achieved more than 10 fold performance 

improvement by using the proposed traffic-aware firewall optimization. 



 

  

  

 

             Letter Head of the Company/Organization 

  
  

TO WHOM IT MAY CONCERN  
  

  

I hereby certify that “NAME OF THE STUDENT”,  University Roll No ___________ of 

Guru Nanak Dev Engineering College Ludhaina, has undergone Six Months industrial 

training from ____________ to ________________at our  organization to fulfill  the 

requirements for the award of degree of B.Tech. in Information Technology. He/She 

works on _____________ project during the training under the supervision of 

__________________. During his/her tenure with us we found him/her sincere and hard 

working. Wishing him/her  a great success in the future.  

 

  

  

  

  

  

Signature of the SUPERVISOR (S) 

  

  

 (Seal of Organization) 

  

  

  

 

 

 

 

 

 

 

 

  

  

  

  

  

 
Sample sheet -Certificate 

  

  



  

  
  

 

Student’s Declaration 
 

 

 
I hereby certify that the work which is being presented in this training report with the 

project entitled ...........................................(write project name here)” by 

..................................... (student’s name to be written here), University Roll No. 

........................................ in partial fulfillment of requirements for the award of degree of 

B.Tech. (Information Technology) submitted in the Department of Information 

Technology at GURU NANAK DEV ENGINEERING COLLEGE, LUDHIANA 

under I.K. GUJRAL PUNJAB TECHNICAL UNIVERSITY  is an authentic record 

of my own work carried out under the supervision of ....................................... (write 

mentor’s name here), .................................... (write designation here) of ......................... 

(Company Name). The matter presented has not been submitted by me in any other 

University / Institute for the award of B.Tech. Degree. 

 

 

Student Name: ___________________________ 

 

Univ. Roll No. ___________________________ 

 

 

 

 

(Signature of Student) 

 

 

This is to certify that the above statement made by the candidate is correct to the 

best of my knowledge. 

 

 

Signature of Internal Examiner 

  

The External Viva-Voce Examination of the student has been held on ____________. 

 

 

       Signature of External Examiner 

 

 

Signature of HOD 



ACKNOWLEDGEMENT 

  

  

I am highly grateful to the Dr. Sehijpal Singh , Principal, Guru Nanak Dev Engineering 

College (GNDEC), Ludhiana, for providing this opportunity to carry out Six Months 

industrial training at _________________. 

  

The constant guidance and encouragement received from Dr. K. S. Mann, Head of the 

Department, GNDEC Ludhiana has been of great help during the training and project 

work and is acknowledged with reverential thanks. 

  

I would like to express a deep sense of gratitude and thanks profusely to _ 

___________Director/CEO of Company , . Without the wise counsel and able guidance, 

it would have been impossible to complete the report in this manner. 

  

The help rendered by Mr _________, Designation(____Department ___________) for 

experimentation is greatly acknowledged. 

  

I express gratitude to other faculty members of Information Technology department of 

GNDEC for their intellectual support throughout the course of this work. 

  

Finally, I am indebted to all whosoever have contributed in this report work and friendly 

stay at _______________. 

  

  

  

Priyanka Walia 

  

  

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 
SAMPLE SHEET-ACKNOWLEDGEMENT 

  

  

  

  



LIST OF FIGURES (Sample) 

 

 

Fig. No.             Figure Description                                                Page No. 

 

1.1  Application Level Firewall                                                        8 

1.2 Statefull Firewall                    9 

1.3  Packet Filter Firewall             10 

1.4 An BDD Representation                                                                           11 

3.1 Methodology of the System            24 

3.2 BDD Representation of Rule set           26 

3.3 ROBDD Representation of Rule set           27   

3.4                   Flowchart of Proposed System                                                                 31 

3.5 Connecting with the Network                       32 

3.6 Capturing the Packets form Network           32 

 

   

  

  

  

  



LIST OF TABLES(Sample) 

 

 

Table No.      Table Description                                                        Page No. 

 

 

 3.1                    

Boolean Variables Required for Rule set        25 

3.2                    Representation of Number of Variables Required                   26 

4.1  Two-dimensional Vector Dot file      47 

4.2 Cost of Look up      48  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



TABLE OF CONTENTS(SAMPLE) 

 

 Contents         Page No. 

Certificate 

 Student’s Declaration         i 

Abstract           ii 

Acknowledgement          iii 

List of Figures         iv 

List of Tables         vi 

Table of Contents         vii 

Chapter 1:  Introduction                  1 

          1.1 Motivation         1                                         

 1.2 TCP/IP Protocols                  2 

 1.3 Firewall                       4  

 1.4 Generations         5 

   So on continue as per the respective Chapter’s contents 

. 

. 

Chapter 4: Results and Discussions                                       34 

Chapter 5: Conclusion and Future Scope                               51 

References            53 

Appendix A: Development Environment             57 


